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	CYBERFIRSTSM APPLICATION



THE INFORMATION BEING REQUESTED IS FOR A CLAIMS-MADE POLICY OR CLAIMS-MADE AND REPORTED POLICY.  IT IS IMPORTANT THAT YOU CAREFULLY READ ALL OF THE PROVISIONS OF ANY POLICY ISSUED AS A RESULT OF THIS APPLICATION.

DEFENSE EXPENSES ARE INCLUDED WITHIN THE LIMITS OF COVERAGE, AND SUCH LIMITS MAY BE COMPLETELY EXHAUSTED BY THE PAYMENT OF DEFENSE EXPENSES.  THE COMPANY WILL NOT BE LIABLE FOR DEFENSE EXPENSES OR THE AMOUNT OF ANY JUDGMENT OR SETTLEMENT AFTER EXHAUSTION OF THE LIMITS OF COVERAGE.
Answer each question on behalf of all entities seeking insurance coverage, unless specifically requested otherwise.  The word “you” or “your” used herein refers to all such entities.  An Additional Information section is provided at the end of this document for any information that exceeds the space provided.
A.  GENERAL INFORMATION

	First Named Insured:

     
	Years in Business:
     

	Mailing Address:

     

	Telephone Number:

     
	*Web Address:
     

	List all subsidiary companies to be insured:

     

	*Include website address for all companies to be insured if different from above:
     

	Proposed Effective Date (mm/dd/yyyy):

     


*If any of the websites listed have a password protected member or subscriber area, provide temporary passwords and IDs or other information that will allow us to review the information contained on and purpose of these websites.
I.
ORGANIZATION/FINANCIAL INFORMATION
1.
Identify all mergers, acquisitions or divestitures within past three years, including dates and whether you acquired or retained assets, liabilities or both for each transaction:
     


2.
Does your merger or acquisition due diligence include the following?
a.
Review of prior and pending litigation?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
b.
Evaluation of all outstanding contracts or service agreements to be included as

part of transaction?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
c.
Analysis of intellectual property rights, including any third party interest in or liens on

these rights?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
3.
Identify the recent and projected fiscal year-end (FYE) revenue*:

	Source
	Most Recent FYE Revenue
	Projected FYE Revenue

	Total United States Revenue
	$     
	$     

	Total Foreign Revenue
	$     
	$     

	Total Revenue
	$     
	$     


4.
Identify the countries which account for your foreign revenue:
     


*Revenue means the gross income of a nonprofit or for-profit entity.  Examples of revenue include sources such as:

· sales, receipts, fees, commission;

· donations, contributions, dues, grants received by nonprofit and membership organizations; and

· any other type of income of nonprofit or for-profit entities.

Revenue does not include investment income, intra-entity revenue, and returns from overpayment of taxes.

5.
Provide the current percentage of revenues for all activities that apply, and check all that apply for projected business activities:
	
	Current Percentage
	Projected Within One Year

	Information Technology (IT) Outsourcing (including IT staff augmentation, help desk or other maintenance and support of the systems of others)
	     %
	 FORMCHECKBOX 


	Data Processing Services (other than credit card processing)
	     %
	 FORMCHECKBOX 


	Credit Card Processing Services
	     %
	 FORMCHECKBOX 


	Call Center Services – Inbound only
	     %
	 FORMCHECKBOX 


	Call Center Services – Inbound and Outbound
	     %
	 FORMCHECKBOX 


	Document Imaging Software Services (including records management or storage)
	     %
	 FORMCHECKBOX 


	Pre-packaged Software Development or Sales
	     %
	 FORMCHECKBOX 


	Custom Software Development
	     %
	 FORMCHECKBOX 


	Information Systems Disaster Recovery Services and Consulting
	     %
	 FORMCHECKBOX 


	Network Security or Authentication Services
	     %
	 FORMCHECKBOX 


	ERP, CRM, Supply Chain or Similar Software and Services (including consulting services)
	     %
	 FORMCHECKBOX 


	Information Systems Security Software, Hardware or Service
	     %
	 FORMCHECKBOX 


	Internet Service or Access Provider
	     %
	 FORMCHECKBOX 


	Domain Name Registration Services
	     %
	

	Telecommunications Services (including wireline, VoIP & wireless)
	     %
	 FORMCHECKBOX 


	Provider of Cable or Satellite Television Services
	     %
	

	Contract Research Organization (including Clinical Research Organizations)
	     %
	 FORMCHECKBOX 


	Website or Server Hosting for Others
	     %
	 FORMCHECKBOX 


	Design, manufacture, or sale of the following
	

	· Computer and Peripheral Equipment (excluding medical products)
	     %
	 FORMCHECKBOX 


	· Semiconductor Devices or other Electronic Components (excluding integrated circuits)
	     %
	 FORMCHECKBOX 


	· Integrated Circuits
	     %
	 FORMCHECKBOX 


	· Communications Equipment
	     %
	 FORMCHECKBOX 


	· Medical Products
	     %
	 FORMCHECKBOX 


	Contract Manufacturing for Others
	     %
	 FORMCHECKBOX 


	Media Content Aggregation or Publication Services
	     %
	 FORMCHECKBOX 


	Other:      
	     %
	 FORMCHECKBOX 



II.
PERSONNEL POLICIES AND PROCEDURES
1.
Do you have a written information security policy that must be followed by all employees?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

2.
Do you have a written information security policy that must be followed by all independent

contractors, third party vendors or any other person or organization with access to your network?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, do you require annual (or more frequent) review of those policies or statements?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
3.
Do you have an established procedure to terminate all network access and user accounts as
part of the regular exit process when an employee leaves the company?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

4.
Do you have an established procedure to terminate all network access and user accounts as

part of the regular exit process when an independent contractor or third party vendor is

terminated from a project?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

5.
Does your hiring process require a full background check:

	 FORMCHECKBOX 

For all new employees?
	 FORMCHECKBOX 

For all independent contractors?


6.
What percentage of your services are provided by independent contractors?
     
%
7.
Do the independent contractors work under your direction?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
8.
Do you require independent contractors to provide proof of professional liability or cyber coverage?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
III.
REQUESTED INSURANCE TERMS/CURRENT INSURANCE INFORMATION
If this is a renewal application, only complete sections where you are requesting coverage that is different from your expiring program.
1.
CyberFirst Liability Coverages requested:

	 FORMCHECKBOX 

Technology Errors and Omissions Liability Coverage

 FORMCHECKBOX 

Network and Information Security Liability Coverage
	 FORMCHECKBOX 

Infringement of Copyrighted Software Endorsement
 FORMCHECKBOX 

Communications and Media Liability Coverage


2.
CyberFirst Liability Limits requested (Each Wrongful Act Limit/Aggregate Limit):
	 FORMCHECKBOX 
 $1,000,000/$1,000,000

 FORMCHECKBOX 
 $4,000,000/$4,000,000
	 FORMCHECKBOX 
 $2,000,000/$2,000,000

 FORMCHECKBOX 
 $5,000,000/$5,000,000
	 FORMCHECKBOX 
 $3,000,000/$3,000,000

 FORMCHECKBOX 
 $10,000,000/$10,000,000
	 FORMCHECKBOX 
 Other:     


3.
CyberFirst Liability Deductible requested (Each Wrongful Act Deductible):
	 FORMCHECKBOX 
 $10,000
	 FORMCHECKBOX 
 $25,000
	 FORMCHECKBOX 
 $50,000
	 FORMCHECKBOX 
 Other:     


4.
Select the CyberFirst Expense Reimbursement Coverages requested, including requested Sublimit and Deductible:

	Coverage
	Requested Sublimit
	Requested Deductible

	 FORMCHECKBOX 
  Security Breach Notification and Remediation Expenses
	$     
	$     

	 FORMCHECKBOX 
  Crisis Management Service Expenses
	$     
	$     

	 FORMCHECKBOX 
  Business Interruption and Additional Expenses
	$     
	Waiting Period:

      hours

	 FORMCHECKBOX 
 Extortion Expenses
	$     
	$     

	 FORMCHECKBOX 
 Computer Program and Electronic Data Restoration Expenses
	$     
	$     

	 FORMCHECKBOX 
 Computer Fraud
	$     
	$     

	 FORMCHECKBOX 
 Funds Transfer Fraud
	$     
	$     

	 FORMCHECKBOX 
 Telecommunications Theft
	$     
	$     


5.
If you currently have insurance for Technology Errors and Omissions Liability, Network and Information Security Liability, Communcations or Media Liability or other Cyber Liability Coverages, provide the following information:

	Policy Period

(mm/dd/yyyy-mm/dd/yyyy)
	Insurance Company
	Limit
	Deductible
	Retroactive Date

(mm/dd/yyyy)
	Premium

	     
	     
	$     
	$     
	     
	$     

	     
	     
	$     
	$     
	     
	$     


6.
Within the past three years, have any of the coverages identified in #5 above or similar coverages
been declined, cancelled or nonrenewed?  (Not applicable in Missouri)
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, provide details:       

IV.
LOSS INFORMATION
1.
Have you ever received any complaint concerning the products or services provided by you or

independent contractors working on your behalf?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, provide details of the complaint, including how your company responds to these types of

complaints:       

2.
Within the past two years, have you sued any customers for non-payment of fees?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, provide details:       


3.
Within the past two years, have you sustained any network intrusion, virus attack, hacking

Incident, data theft or similar event?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, provide details:       

4.
Within the past two years, have you notified customers or employees that their information may 

have been compromised?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, provide details:       

5.
Within the past two years, have you received any notification that any of your material, content,

products or services infringe on the intellectual property rights of another party?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, provide details:       

6.
Does any described authorized person* in your organization have any knowledge or information

of any fact, circumstance, or incident that has resulted in a dispute or claim or may reasonably be

expected to result in a claim against you or your subsidiaries?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, provide details or attach complete details on a separate sheet:

	Date of Claim
	Description of Claim
	Actual or
Estimated Claim
	Is the Claim currently in Suite or Arbitration?
	Status of Claim

	     
	     
	$     
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Open   FORMCHECKBOX 
 Closed

	     
	     
	$     
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Open   FORMCHECKBOX 
 Closed

	     
	     
	$     
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Open   FORMCHECKBOX 
 Closed


*Described authorized person means:

· you, and your spouse if you’re an individual;
· any of your partners or members who are individuals, and their spouses if you’re a partnership or joint venture;
· any of your members or managers if you’re a limited liability company;
· any of your directors or executive officers if you’re a corporation or any other organization; or

· your risk manager or any leader of your legal, finance, risk management or other department that is responsible for insurance mattes.
B.  TECHNOLOGY ERRORS AND OMMISSIONS LIABILITY
 FORMCHECKBOX 

Technology Errors and Omissions Liability Coverage is not requested.  Skip this section.
1.
Identify the principal markets for your products or services (check all that apply):

	 FORMCHECKBOX 

Automotive

 FORMCHECKBOX 

Aviation/Aircraft/Aerospace

 FORMCHECKBOX 

Consumer Use

 FORMCHECKBOX 

Emergency Services (e.g. 911, fire)

 FORMCHECKBOX 

Entertainment/Gaming

 FORMCHECKBOX 

Environment Testing/Remediation

 FORMCHECKBOX 

Financial Services (including banking, insurance or investment services)

 FORMCHECKBOX 

Government (military/defense application)

 FORMCHECKBOX 

Government (non-military)

 FORMCHECKBOX 

Healthcare/Medical
	 FORMCHECKBOX 

Industrial Process/Factory Automation

 FORMCHECKBOX 

Pharmaceutical

 FORMCHECKBOX 

Physical Security

 FORMCHECKBOX 

Professional Services, (e.g. legal, accounting, medical or other services provided by licensed professional)

 FORMCHECKBOX 

Retail

 FORMCHECKBOX 

Technology Companies

 FORMCHECKBOX 

Telecommunication Companies

 FORMCHECKBOX 

Utilities

 FORMCHECKBOX 

Other:       


2.
Have any products, services or operations been discontinued or recalled within the last five years?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, provide details which products, services or operations were discontinued or recalled, including procedures for informing customers:       

3.
Do your procedures include providing continuing services, support or other remedy for discontinued
products or services?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
I.
CONTRACT PROCEDURES
1.
Do you require written contracts or agreements with all customers?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If no, identify when you would not require:       


2.
Do you require all modifications or mid-term changes to a contract be made in writing?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If no, identify when you would not require:       


3.
Do your standard contracts or service agreements contain the following provisions?

a.
Arbitration Clause
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
b.
Conditions of Customer Acceptance of Product or Service
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
c.
Customer Maintenance Provision
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
d.
Disclaimer of Warranties
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
e.
Exclusive Remedy
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
f.
Force Majeure
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
g.
Integration Clause
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
h.
Limitation of Liabilities
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
i.
Limitation of Liabilities for Consequential Damages
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
4.
How many of your customer contracts or service agreements deviate from your standard 
provisions listed in #3 above?
     

5.
Who can approve any variation in standard contract or service agreement provisions?

	 FORMCHECKBOX 

In-house counsel
	 FORMCHECKBOX 

Other:       


6.
Do you ever enter into contracts or service agreements with customers where you accept liability
for consequential damages?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, identify when and how often:       


7.
Do you ever enter into contracts or service agreements with customers that include a provision
for liquidated damages?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
8.
Do you enter into contracts or service agreements that include a fixed time frame for completion of
all or portions of the project?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, do you require customer sign-off and acceptance at all milestones?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
9.
Do your sales and marketing staff receive training regarding each contractual provision listed in #3
above that are in your contracts or agreements?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
10.
What is your average contract size:

	Length (Average Number of Months)
	Average Amount

	     
	$     


11.
Identify your three largest contracts, projects or licensing agreements:
	Customer (e.g., Type or Name)
	Length (Average Number of Months)
	Average Amount
	Service Provided

	     
	     
	$     
	     

	     
	     
	$     
	     

	     
	     
	$     
	     


II.
PRODUCT DEVELOPMENT/QUALITY CONTROL
1.
Do you have a written system development methodology or quality control procedure?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
2.
Do your quality control procedures include the following?

a.
Alpha testing
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
b.
Beta testing
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
c.
Pre-Release testing for malicious code or other security flaws
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
d.
Vendor certification process
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
e.
Prototype development guidelines
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
f.
Formal customer acceptance (upon delivery or completion of your product or services)
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
3.
Do you comply with any the following industry standards?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, check all that apply:
	 FORMCHECKBOX 
ISO 9000 or later series
	 FORMCHECKBOX 
UL/CSA
	 FORMCHECKBOX 
ANSI
	 FORMCHECKBOX 
CE Mark
	 FORMCHECKBOX 
Other       


4.
Do you have a post-project evaluation or review procedure in place?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If no, identify your procedure for evaluating customer satisfaction with product or service:
     


5.
Do you have a formal policy in place for handling customer complaints or requests for
changes or fixes?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
6.
Are all customer complaints or requests documented in writing?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
7.
Do you have an escalation process in place to resolve any customer complaints or requests?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
8.
Within the past three years, have you or your independent contractors experienced any project
delays or past due contract issues with any customer?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, provide details, including your policy for handling:       


C.  NETWORK AND INFORMATION SECURITY LIABILITY
 FORMCHECKBOX 

Network and Information Security Liability Coverage is not requested.  Skip this section.
1.
Identify all that apply to your websites:
	
	Current
	Within
One Year

	Accessible website has log-in capabilities allowing access to secure or restricted content (e.g., accounts, subscriptions, or profiles) or allows user to upload or download secure data
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Transactional website allows orders or purchases using credit card, debit card, or bill-pay payment
	 FORMCHECKBOX 

	 FORMCHECKBOX 



2.
Do you outsource any of the following?
a.
Web Hosting/Data Center Operations
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
b.
Data/Transaction Processing
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
c.
Network Security 
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
d.
Customer Service
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
3.
Do your contracts with your vendors for the above services address the following?
a.
Provide you with indemnification for the vendor’s misconduct, errors, omissions and negligence
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
b.
Identify the vendor’s responsibilities for safeguarding customer and confidential information
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
c.
Identify the security measures that the vendor will provide or follow
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
4.
Do you collect or store user or specific, private or confidential information?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, identify the types of information:       


5.
Do you share or sell any customer information with outside parties?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, identify such information and with whom you share it:       


I.
INFORMATION SECURITY PROGRAM
1.  Who is responsible for information security within your organization: Name/Title
     

2.
Do you have a comprehensive written information security program?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
3.
Do you have written procedures governing how you make changes to your information security
components or programs?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
4.
Do you have a company policy or procedure for the secure care, handling and storage of private,
sensitive or confidential information on portable communication devices?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
5.
Does your policy require that information stored on portable communications equipment is
encrypted?  e.g. laptops, personal desktop assistants (PDAs) or other portable devices
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
6.
How often do you perform audits to ensure compliance with your privacy policies?

	 FORMCHECKBOX 

Annually

 FORMCHECKBOX 

Bi-Annually
	 FORMCHECKBOX 

Never

 FORMCHECKBOX 

Other:       



7.
Is user-specific, private, sensitive or confidential information stored on your servers encrypted?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
8.
Is the responsibility for the secure care, handling and storage of private, sensitive or confidential

information of others addressed in your contracts with your customers?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
9.
Is the responsibility for the secure care, handling, and storage of private, sensitive or confidential
information of others addressed in your contracts with your subcontractors, independent
contractors or third party vendors who may have access to or use of this information?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
a.
If yes, does this include third party vendors responsible for end of lifecycle document destruction?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
b.
If yes, does this include third party custodians such as housekeeping or maintenance or others
who may regularly have access to your premises?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
10.
At which points do you run anti-virus software?

	 FORMCHECKBOX 

Desktops/Laptops

 FORMCHECKBOX 

Network Gateways

 FORMCHECKBOX 

Mail Servers
	 FORMCHECKBOX 

File Services

 FORMCHECKBOX 

Other:       


How often and by what method are virus signatures updated?       

Attach other relevant information describing your computer virus management practices (e.g. virus screening performed by outside party).
11
Do you have formal procedures in place to report and respond to unauthorized attempts to access
your network?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
12.
Do you maintain network logs and generate exception reports to monitor:

a.
Unacceptable or restricted transactions
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
b.
Correcting or reversing entries
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
c.
Unsuccessful attempts to access restricted information on the site
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
13.
Check all network safeguards that apply, identifying who provides or maintains the safeguard:
a.
Intrusion detection software
 FORMCHECKBOX 
 You   FORMCHECKBOX 
 Vendor
b.
Vulnerability or penetration testing
 FORMCHECKBOX 
 You   FORMCHECKBOX 
 Vendor
c.
Backup and recovery processes
 FORMCHECKBOX 
 You   FORMCHECKBOX 
 Vendor
14.
Identify your policies and procedures for identifying computer system vulnerabilities and obtaining remedial software patches:

     


15.
Do you have a firewall installed and configured (hardened) to protect your network?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, is there a firewall administrator accountable for maintaining this firewall?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
16.
Do you have written procedures for user ID and password management?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
17.
Is a login ID and password (authentication) required to access secure areas of your website?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
18.
Do you have a written policy for document retention and storage, to include paper and electronic
records?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, do you use a third party vendor?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
19.
Do you have a written procedure for end of lifecycle destruction of paper and deletion of electronic

records?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, do you use a third party vendor?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
20.
Do you have a written disaster recovery plan and business continuity plan?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
D.  COMMUNICATIONS AND MEDIA LIABILITY
 FORMCHECKBOX 

Communications and Media Liability Coverage is not requested.  Skip this section.
1.
Do your business activities include, or does your website contain, disseminate, or allow, the following (check all that apply):

	 FORMCHECKBOX 

Advertising for or on behalf
of third parties
 FORMCHECKBOX 

Sweepstakes or coupons
	 FORMCHECKBOX 

Music or video downloads, including peer to peer (P2P) file sharing

 FORMCHECKBOX 

Blogs or other areas supporting user generated content


2.
Do you have a comprehensive written program in place for managing intellectual property rights?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
3.
Does your intellectual property clearance policy include the following?
a.
Legal review of all content prior to release or dissemination, including software code
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
b.
Intellectual property searches by outside law firm
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
c.
Intellectual property searches by internal legal department
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
d.
Acquisition of all necessary rights, licenses or consents of content used by or created by you
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
e.
Acquisition of all necessary rights, licenses or consents of content owned by or provided
by third parties
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
f.
Internal audit of each operating department to ensure that intellectual property rights are
being properly secured and your established procedures are being followed
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
g.
Agreements with outside developers or consultants include provisions granting you
ownership of the intellectual property rights and business methods incorporated into any
work for hire performed for you or on your behalf
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
h.
Require employees and “work for hire” contractors to sign a statement that they will not
use previous employers’ or clients’ trade secrets or other intellectual property
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
i.
Obtaining written permission of any website you link to or frame
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
j.
Formal procedure for handling complaints of infringement
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
k.
Formal training for employees regarding your policies for managing intellectual property
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
4. Do you use the material of others (e.g., text, video, graphics, photos or music) in your websites
or in other material printed, broadcast, published or distributed by you or by someone on your
behalf?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
5. Do you hire outside website developers or consultants to provide work for you or on your behalf
including development of content?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, do your agreements with the outside developers or consultants include provisions granting
you ownership of the intellectual property rights and business methods incorporated into any work
for hire performed for you or on your behalf?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
6. Do you have a formal procedure for editing or removing controversial, offensive or infringing
material from material distributed, broadcast or published by you or someone on your behalf?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
7. Have you received notification that any of your material, products or services infringe on the

intellectual property rights of another party?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, provide details:       


E.  FIRST PARTY EXPENSE REIMBURSEMENT COVERAGE
 FORMCHECKBOX 

Business Interruption and Additional Expense Coverage is not requested.  Skip this section.
1.
How long would it take to restore your operations after a computer attack or unplanned system outage?

	 FORMCHECKBOX 

Less than 1 hour

 FORMCHECKBOX 

Less than 8 hours
	 FORMCHECKBOX 

Less than 12 hours

 FORMCHECKBOX 

Other:       


2.
Do you have alternate means of transacting business in the event of a network or web site outage?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
3.
Within the last three years have you experienced a network or web site outage as a result of a

computer system disruption?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
 FORMCHECKBOX 

Computer Fraud or Funds Transfer Fraud is not requested.  Skip this section.
4.
Is dual authorization required for all wire transfers?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
5.
What is the average daily dollar volume of electronic funds transfers?
$     

6.
Are transfer verifications sent to an employee or department other than the one who initiated
the transfer?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
 FORMCHECKBOX 

Telecommunications Theft is not requested.  Skip this section.
7.
Have you been contacted by any long distance carrier regarding possible abuse of your
telecommunications system?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
8.
Have you discovered any telecommunications theft within the past three years?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
9.
Who is responsible for creating, maintaining and monitoring your Private Branch Exchange (PBX) system, and what is his/her title?

     


10.
Does each location or system have the Call Detail Recording (CDR) feature?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
If yes, how often is this information reviewed?
     

F.  REQUIRED ATTACHMENTS
Submit the following documents:

· Copies of your standard contracts and licensing agreements

· Most recent audited or annual financial statements
· Loss runs for the past five years if this is a new submission

For information about how Travelers compensates independent agents, brokers, or other insurance producers, please visit this website:
http://www.travelers.com/w3c/legal/Producer_Compensation_Disclosure.html  MacroButton "FollowLink" 

If you prefer, you can call the following toll-free number: 1-866-904-8348. Or you can write to us at Travelers, Enterprise Development, One Tower Square, Hartford, CT 06183.
This application, including any material submitted in conjunction with this application or any renewal, does not amend the provisions or coverages of any insurance policy or bond issued by Travelers.  It is not a representation that coverage does or does not exist for any particular claim or loss under any such policy or bond.  Coverage depends on the facts and circumstances involved in the claim or loss, all applicable policy or bond provisions, and any applicable law.  Availability of coverage referenced in this document can depend on underwriting qualifications and state regulations.

G.  FRAUD STATEMENTS – ATTENTION APPLICANTS IN THE FOLLOWING JURISDICTIONS
ALABAMA, ARKANSAS, DISTRICT OF COLUMBIA, MARYLAND, NEW MEXICO, AND RHODE ISLAND: Any person who knowingly (or willfully in MD) presents a false or fraudulent claim for payment of a loss or benefit or who knowingly (or willfully in MD) presents false information in an application for insurance is guilty of a crime and may be subject to fines and confinement in prison.
COLORADO: It is unlawful to knowingly provide false, incomplete, or misleading facts or information to an insurance company for the purpose of defrauding or attempting to defraud the company.  Penalties may include imprisonment, fines, denial of insurance, and civil damages.  Any insurance company or agent of an insurance company who knowingly provides false, incomplete, or misleading facts or information to a policyholder or claimant for the purpose of defrauding or attempting to defraud the policyholder or claimant with regard to a settlement or award payable from insurance proceeds shall be reported to the Colorado Division of Insurance within the Department of Regulatory Agencies.
FLORIDA: Any person who knowingly and with intent to injure, defraud, or deceive any insurer files a statement of claim or an application containing any false, incomplete, or misleading information is guilty of a felony of the third degree.
KENTUCKY, NEW JERSEY, NEW YORK, OHIO, AND PENNSYLVANIA: Any person who knowingly and with intent to defraud any insurance company or other person files an application for insurance or statement of claim containing any materially false information or conceals for the purpose of misleading, information concerning any fact material thereto commits a fraudulent insurance act, which is a crime and subjects such person to criminal and civil penalties.  (In New York, the civil penalty is not to exceed five thousand dollars ($5,000) and the stated value of the claim for each such violation.)
LOUISIANA, MAINE, TENNESSEE, VIRGINIA, AND WASHINGTON: It is a crime to knowingly provide false, incomplete, or misleading information to an insurance company for the purpose of defrauding the company.  Penalties include imprisonment, fines, and denial of insurance benefits.
OREGON: Any person who knowingly presents a false or fraudulent claim for payment of a loss or benefit or who knowingly presents false information in an application for insurance may be guilty of a crime and may be subject to fines and confinement in prison.
PUERTO RICO: Any person who knowingly and with the intention of defrauding presents false information in an insurance application, or presents, helps, or causes the presentation of a fraudulent claim for the payment of a loss or any other benefit, or presents more than one claim for the same damage or loss, shall incur a felony and, upon conviction, shall be sanctioned for each violation with the penalty of a fine of not less than five thousand dollars ($5,000) and not more than ten thousand dollars ($10,000), or a fixed term of imprisonment for three (3) years, or both penalties. Should aggravating circumstances be present, the penalty thus established may be increased to a maximum of five (5) years; if extenuating circumstances are present, it may be reduced to a minimum of two (2) years.
H.  SIGNATURES

Producer information only required in Florida, Iowa, and New Hampshire.

	Authorized Representative Signature*:

x     
	Authorized Representative Name - Printed

     
	Date (mm/dd/yyyy):

     

	Producer Signature*:

x     
	State Producer License No (required in FL):

     
	Date (mm/dd/yyyy):
     

	Agency:
     
	Agency Contact:

     
	Agency Phone Number:

     


* If you are electronically submitting this document, apply your electronic signature to this form by checking the Electronic Signature and Acceptance box below.  By doing so, you agree that your use of a key pad, mouse, or other device to check the Electronic Signature and Acceptance box constitutes your signature, acceptance, and agreement as if actually signed by you in writing and has the same force and effect as a signature affixed by hand.
 FORMCHECKBOX 
  Electronic Signature and Acceptance – Authorized Representative

 FORMCHECKBOX 
  Electronic Signature and Acceptance – Producer

I.  ADDITIONAL INFORMATION

This area may be used to provide additional information to any question. Please reference the question number.
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